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We are the data controller in relation to personal information collected and processed about you.  

We are New College Swindon. Our address is: New College, New College Drive, Swindon, SN3 1AH. 

Our Data Protection Officer is the CIS Manager.  If you have any questions about this policy or the 

ways in which we use your personal information, please contact our Data Protection Officer at 

dataprotection@newcollege.ac.uk.  

This privacy notice has been prepared in accordance with the General Data Protection Regulation 

(EU) 2016/679 (“GDPR”) and the Data Protection Act 2018. 

This notice sets out how we use your personal information as your employer or when you apply for a 

job with us. 

THE INFORMATION THAT WE COLLECT 

We will collect personal information about you when you apply for a job with us.  This will include 

your full name; contact details; date of birth; gender; ethnicity; disability details; national insurance 

number; previous salary information; employment history; qualifications; continuous professional 

development; right to work information; any other information that you include in your personal 

statement on your job application or during your interview or in references. 

We will collect additional personal information about you when you are an employee of the College.  

This will include your full name; contact details; next of kin details; date of birth; sex; ethnicity; DBS 

Reference Number; national insurance number; employment, education and continuous 

professional development history; qualifications; continuous professional development; work 

permits; references; pay details; pension information; location of work place; start date; leaving date 

and reason for leaving; contract details; annual leave records; sick leave and subsequent return to 

work information records; maternity/paternity leave details; probation information; information 

from the recruitment and interview process; bank account details; information about your use of our 

IT and communication systems; disciplinary/performance management information; grievance & 

wellbeing information; and safeguarding issues relating to allegations against staff.  

We will also collect employee car insurance policy details to comply with the College Expense Policy 

and re-imbursement of mileage.  

We may also collect, store and use more sensitive types of personal information which is discussed 

in more detail below. 

We collect personal information about employees, workers and contactors through the application 

and recruitment process, either directly from candidates/employees (from application and new 

starter forms) or sometimes from an employment agency or background check provider or 

contractor. We may sometimes collect additional information from third parties including former 

employers (reference information), HMRC (tax codes etc), pension providers (pension information), 

DBS (criminal convictions and other information), credit reference agencies or other background 

check agencies and organisations providing psychometric testing information (recruitment).   We 
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obtain health related information from occupational health providers and other medical 

professionals involved with your care. From time-to-time we may also obtain information from social 

media, in particular LinkedIn. 

We will collect additional personal information in the course of job-related activities throughout the 

period of you are working for us including IT records and emails, performance data, information 

from students and managers about your performance, DWP (support state benefit provision) and 

skills and abilities (from internal and external training providers).  

We also carry out surveys on behalf of the Office for National Statistics and Association of Colleges. 

THE USAGE OF YOUR PERSONAL INFORMATION 

• for the recruitment process and for carrying out pre-employment checks 

• for assessing your suitability for your role/tasks and your skills and qualifications; for 
deciding whether to enter into a contract with you 

• for determining the terms on which you are to work; to communicate with you about your 
application 

• to keep records related to our hiring processes 

• for safeguarding students  

• for checking your identity and right to work in UK 

• for checking your qualifications 

• to keep an audit trail of the checks we have made and our relationship with you in case of 
employment claims 

• to set up payroll and pension and to reimburse expenses 

• for dealing with HMRC 

• for health and safety purposes 

• for equal opportunities monitoring 

• for communicating with you during your employment, including for marketing purposes  

• for training purposes to help develop you 

• for responding to or dealing with disciplinary and grievance procedures; for performance 
monitoring and reviews 

• for business management and planning 

• for monitoring use of IT systems to ensure compliance with policies and ensure network and 
information security 
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• for carrying out our role as your employer or potential employer 

• for making arrangements for the end of your employment 

• for responding to or defending against legal claims and/or legal disputes 

• for complying with our legal obligations 

We treat your personal information with confidentiality and we do not use it for any other purpose. 

New College operates an Equal Opportunities Policy. In order to help the College to monitor the 

effectiveness of the implementation of this policy, all employees are asked to declare their ethnic 

background, their sex, and whether or not they have a disability. This information will be kept strictly 

confidential and used for anonymous statistical equality and diversity monitoring purposes only.  

This also enables the College to comply with its statutory duties. 

 

THE LEGAL BASIS ON WHICH WE COLLECT AND USE YOUR PERSONAL INFORMATION 

We will only use your personal information when the law allows us to. Most commonly, we will use 

your personal information in the following circumstances: 

• Where we need to perform the contract we have entered into with you, in particular your 

employment contract.  For example, we need to process your data: 

a. to pay you in accordance with your employment contract 

b. to administer the contract 

c. to administer benefits including pension 

• Where we need to comply with a legal obligation, for example: 

a. to check your entitlement to work in the UK 

b. to deduct tax 

c. to comply with auto-enrolment pension obligations 

d. to comply with health and safety laws  

e. for safeguarding purposes 

f. to comply with regulatory requirements and  

g. to enable you to take leave to which you are entitled 

• Where it is necessary for legitimate interests pursued by us or a third party and your interests 

and fundamental rights do not override those interests.  For example, it is in our legitimate 

interests to determine the terms on which you work with us, and to make decisions about your 

recruitment or appointment.  It is also in our legitimate interests to use your personal 

information for business planning and management, ensuring security and making decisions 

about employment matters (such as salary reviews, disciplinary matters and grievances).   

We may also use your personal information in the following situations, which are likely to be rare: 
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• Where we need to protect your interests (or someone else's interests) 

• Where it is needed in the public interest or for official purposes 

We will only use your personal information for the purposes for which we collected it, unless we 

reasonably consider that we need to use it for another reason and that reason is compatible with 

the original purpose. If we need to use your personal information for an unrelated purpose, we will 

notify you and we will explain the legal basis which allows us to do so.  

Please note that we may process your personal information without your knowledge or consent, in 

compliance with the above rules, where this is required or permitted by law. 

You will not be subject to decisions that will have a significant impact on you based solely on 

automated decision-making, unless we have a lawful basis for doing so and we have notified you. 

We do not envisage that any decisions will be taken about you using automated means, however we 

will notify you in writing if this position changes. 

SPECIAL CATEGORIES OF DATA 

“Special categories" of particularly sensitive personal information require higher levels of protection. 

We need to have further justification for collecting, storing and using this type of personal 

information. We have in place an appropriate policy document and safeguards which we are 

required by law to maintain when processing such data.  

Throughout your employment we may process the following types of special category data: 

Information about your race or ethnicity, religious beliefs, information about criminal convictions, 

barred list information and DBS details; information about your health, including any medical 

condition, health and sickness records and absence. 

We may process special categories of personal information in the following circumstances: 

1. In limited circumstances, with your explicit written consent. 

2. Where we need to carry out our legal obligations or exercise rights in connection with 

employment.  

3. Where it is needed in the public interest, such as for equal opportunities monitoring (in particular 

we carry out surveys on behalf of ONS and AoC). 

Less commonly, we may process this type of information where it is needed in relation to legal 

claims or where it is needed to protect your interests (or someone else's interests) and you are not 

capable of giving your consent 

We will use your particularly sensitive personal information in the following ways: 

• Information relating to leaves of absence, which may include sickness absence or family 

related leaves, to comply with employment and other laws; 

• Information about your physical or mental health, or disability status, to ensure your 

health and safety in the workplace and to assess your fitness to work, to provide 

appropriate workplace adjustments, to monitor and manage sickness absence and to 
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administer benefits including statutory maternity pay, statutory sick pay, pensions and 

permanent health insurance; 

• where you leave employment and the reason for leaving is related to your health, 

information about that condition needed for pensions and, if relevant, permanent health 

insurance purposes; 

• information about your race or national or ethnic origin and religious beliefs to ensure 

meaningful equal opportunity monitoring and reporting and to comply with 

employment laws. 

We may only use information relating to criminal convictions where the law allows us to do so. This 

will usually be where such processing is necessary to carry out our obligations and provided we do so 

in line with our data protection policy.  We will use information about your criminal convictions 

where necessary to comply with our legal obligations regarding safeguarding and DBS checks on 

staff. 

Less commonly, we may use information relating to criminal convictions where it is necessary in 

relation to legal claims, where it is necessary to protect your interests (or someone else's interests) 

and you are not capable of giving your consent, or where you have already made the information 

public.  

Consent 

We do not need your consent if we use your personal information in accordance with our written 

policy to carry out our legal obligations or exercise specific rights in the field of employment law. In 

limited circumstances, we may approach you for your written consent to allow us to process certain 

particularly sensitive data. If we do so, we will provide you with full details of the information that 

we would like and the reason we need it, so that you can carefully consider whether you wish to 

consent. You should be aware that it is not a condition of your contract with us that you agree to any 

request for consent from us. 

In the limited circumstances where you may have provided your consent to the collection, 

processing and transfer of your personal information for a specific purpose, you have the right to 

withdraw your consent for that specific processing at any time. To withdraw your consent, please 

contact the DPO. Once we have received notification that you have withdrawn your consent, we will 

no longer process your information for the purpose or purposes you originally agreed to, unless we 

have another legitimate basis for doing so in law. 

 

HOW LONG WE KEEP YOUR PERSONAL INFORMATION 

We will not keep your personal information for longer than we need it for the purposes that we have 

explained above. 

When you apply for a job with us, and your application is unsuccessful, we will usually keep your 

personal information for 6 months or longer if agreed otherwise with you for the purposes of future 

recruitment. 
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When you are an employee, we will keep your personal information for as long as you work with us 

and then after you leave, we will usually keep your personal information for 6 years after 

termination of your employment or otherwise in accordance with our Information Asset Register 

(IAR). 

HOW WE SHARE YOUR PERSONAL INFORMATION 

We will share your personal information with third parties where required by law, where it is 

necessary to administer the working relationship with you or where we have another legitimate 

interest in doing so.  

"Third parties" includes third-party service providers (including contractors and designated agents) 

and includes medical advisors where appropriate.  We may also need to provide your personal 

information to our insurers and professional advisors. 

 

We may share the personal information that you give us with the following organisations (or types 

of organisation) for the following purposes. The information provided may include your name, 

contact details and any other personal information necessary for the purposes of the services 

provided.   

 

ORGANISATION SERVICE/PURPOSE 

 

HMRC Real Time Information Compliance – 

Reconciliation of your Tax and National 

Insurance 

Staff Individualised Record (SIR) - Education & 

Training Record 

 

Comparison of workforce data which is sector 

specific. 

Capita Security Watchdog Administration of Disclosure and Barring 

Service checks as part of pre-employment 

safeguarding checks process. 

Department for Work & Pensions Support State Benefit Provision. 

FE Jobs – Recruitment Advertising Job Board Administration of applicants as part of the 

recruitment process. 

HR Database Provider (currently FMP Global 

UK) 

Administration of employee records. 

 

Marshall ACM Online training courses such as Equality and 

Diversity and Online Safeguarding. 

Pension Providers – Wiltshire Pension Fund & 

Teachers’ Pensions  

 

Administration of Staff Pension Provision. 

TP Online – Barred List Check To complete Barred List check as part of the 

pre-employment safeguarding checks process. 

Training Providers To enable staff to attend external training 

events. 
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TxTTools Administration of communication with all staff 

(e.g. in the event of adverse weather 

conditions). 

UNISON/UCU Union membership administration. 

Occupational Health Reviewing issues relating to your health and 

enabling them to contact and deal with you in 

relation to health issues.  We may provide 

occupational health with health information 

about you, including any absence history and 

other medical information. 

ONS/AoC Information from surveys issued by these third 

parties 

 

We may also need to share your personal information with a regulator or to otherwise comply with 

the law. This may include making returns to HMRC or DBS or even the police. 

All our third-party service providers are required to take appropriate security measures to protect 

your personal information in line with our policies. We do not allow our third-party service providers 

to use your personal data for their own purposes. We only permit them to process your personal 

data for specified purposes and in accordance with our instructions. 

 

OVERSEAS TRANSFERS  

We do not store or transfer your personal data outside of Europe. 

DATA SECURITY 

We have put in place appropriate security measures to prevent your personal information from 

being accidentally lost, used or accessed in an unauthorised way, altered or disclosed. In addition, 

we limit access to your personal information to those employees, agents, contractors and other third 

parties who have a business need to know. They will only process your personal information on our 

instructions and they are subject to a duty of confidentiality. Details of these measures may be 

obtained from the Data Protection Officer. 

We have put in place procedures to deal with any suspected data security breach and will notify you 

and any applicable regulator of a suspected breach where we are legally required to do so. 

YOUR RIGHTS OVER YOUR PERSONAL INFORMATION 

You have a number of rights over your personal information, which are: 

• the right to ask us what personal information we are holding about you and to have access 

to a copy of your personal information; 

• the right to ask us to correct any errors in your personal information; 
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• the right, in certain circumstances such as where our use of your personal information is 

based on your consent and we have no other legal basis to use your personal information, to 

ask us to delete your personal information; 

• the right, in certain circumstances such as where we no longer need your personal 

information, to request that we restrict the use that we are making of your personal 

information; 

• the right, in certain circumstances, to ask us to review and explain our legitimate interests to 

you; 

• the right, where our use of your personal information is carried out for the purposes of an 

agreement with us and is carried out by automated means, to ask us to provide you with a 

copy of your personal information in a structured, commonly-used, machine-readable 

format. 

• the right to speak to the College's Data Protection Officer, whose information is found at 

that the top of this policy document. If you are still unhappy, you can complain to the 

Information Commissioner’s Office (ICO) about the way your personal data is being used – 

please refer to the ICO’s website for further information (https://ico.org.uk/). 

If you wish to exercise any of these rights, please contact the Data Protection Officer. 

It is important that the personal information we hold about you is accurate and current.  Please keep 

us informed if your personal information changes during your working relationship with us. 

CHANGES TO OUR PRIVACY POLICY 

We keep this privacy notice under regular review and reserve the right to make changes at any time.  

Any changes we make to our privacy notice in the future will be notified to you by email. 

 

https://ico.org.uk/

